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CRET

27 November 1972

MEMORANDUM FOR: Chairman and Members of ICRC

SUBJECT ' : Associated Press Appeal to ICRC from
CIA Denial

1. By letter of 1l October 1972, the Associated Press has
appealed to the ICRC a CIA denial of a request for certain docu-
ments concerning [The appeal 25X
is set as item 4. A. on the agenda for the December meeting, dated
20 November.

2. The Director of Central Intelligence has a statutory re-
sponsibility to protect intelligence sources and methods from unau-
thorized disclosure (National Security Act of 1947, 50 U.S.C. 403
(d)(3)). The Director has reviewed the documents requested by the
Associated Press in light of his statutory responsibility, as well as
the standards prescribed by Executive Order 11652. He has con-
cluded the documents must remain classified. In view of this deci~
sion, he has concluded also that it would be inappropriate to submit
the documents or copies of the documents to Committee members.
By agreement with Ambassador Eisenhower, they are being made
available to Ambassador Eisenhower for his review prior to the
December meeting, To some degree the statutory protection of
sources and methods, in this decision, may be considered to be in
conflict with the review procedures under the Executive Order. In
any such conflict the statute of course must prevail and the Execu-
tive Order does not purport an intention to the contrary. The purpose
of this memorandum, therefore, is to explain the basis for this deci-
sion.

3. As indicated, the Director is statutorily responsible for
protecting sources and methods from unauthorized disclosure. This
responsibility has received other legislative and judicial endorse-
ment. The CIA Act of 1949 (50 U.S.C. 403g.) provides that in order
further to implement the Director's responsibility to protect sources
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and methods. CIA is exempt from provisions of law which require

the publication or disclosure of the organization, functions, names,
official titles, salaries or numbers of personnel employed by the
Agency. Under the CIA Retirement Act of 1964 (50 U.S.C. 403 Note),
also in order to implement that responsibility of the Director, deter-
minations 'by the Director under that Act are final and are not subject
to review by any court. The United States Court of Appeals for the
Fourth Circuit pointed out that the Director's responsibility to protect
sources and methods confers upon him the positive duty to take such
steps as authorizing the CIA employee to warn emigre groups that one
of their number is or may be "a secret Soviet agent' and that the
"action here to protect the integrity of sources of foreign intelligence
was explicitly directed by Congress.' (Heine v. Raus 399 F. 2d 787,
790 (1968)) In the recent Marchetti case, the same United States Court
of Appeals, in asserting the inability of the courts to serve effectively
in the review of secrecy classifications in foreign intelligence matters,
emphasized the need for expertise.

The significance of one item of information may fre-
quently depend upon knowledge of many other items of
information. What may seem trivial to the uninformed,
may appear of great moment to one who has a broad
view of the scene and may put the questioned item of
information in its proper context.

And in a recent brief for the Supreme Court (Environmental Protection
Agency v. Mink, May 1972), the Department of Justice stressed the
subtleties involved in classification determinations.

Whether a document requires a top secret or secret
classification and whether that classification can
safely be removed or changed, cannot be decided on
the basis of simply reading the documents. Material
that on its face seems relatively innocuous may, to
one more familiar with the intricacy and subtlety of
what is involved, have an entirely different signifi-
cance.

4. The responsibility to protect sources and methods thus is
entrenched in law. It is recognized and affirmed by Executive Order
11652, It is incorporated into exemption 5(B)(2) and is a basis for
departmental determinations to continue the classification of docu-
ments. Under the Order it is not necessary that the sources and
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methods which would be revealed by declassification be active sources
or methods or that they have ongoing utility or value. Indeed, it
should be recognized that public revelation of a source or method
could cause other intelligence sources to discontinue their activities
of cooperation with CIA or other U. S. Government intelligence com-
ponents in their intelligence-gathering functions. It is essential in
this regard that we be able to continue to assure prospective sources,
foreign intelligence services and other persons with whom the Agency
conducts clandestine business that the Agency is able to and does
protect secrets and the identity of intelligence sources.

5. With reference to the AP request, the documents in
question were reviewed by CIA analysts thoroughly experienced in
all aspects of intelligence and intelligence operations. The con-
clusion was that under existing law and regulations these documents
should remain classified. It was recognized in certain of the docu-
ments that there were sentences or phrases which in and of them-
selves were not classified. However, to extract such sentences and
phrases out of context either distorts their meaning or renders them
meaningless. Over-all the documents in their full thrust and meaning
should be classified.l On appeal, the CIA Information Review Com-~
mittee, composed of the Executive Director, the Inspector General
and the General Counsel, all senior officials with experience dating

1The problems involved in attempting to declassify portions
of documents, quite aside from the fact that extracts might have little
value, are well stated in the Government's brief for the Supreme Court
in the Environmental Protection Agency v. Mink case.

These considerations are equally, if not more,
pertinent when the problem is declassifying portions of
documents. Just as the significance of the entire docu-
ment may depend upon extraneous factors, so the signifi-
cance of the particular portion frequently can be under-
stood only in the context of the entire situation. There
may be many portions of documents which, standing alone,
appear quite insignificant to the untrained observer, but
whose disclosure would actually pose serious adverse
consequences for national defense or foreign policy. The
decision whether particular portions of top secret and
secret documents can safely be made public requires the
kind of expert knowledge and judgment that the courts
simply do not possess. '

3
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from and including, as to two of them, OSS duty, affirmed and
approved the decision to maintain classification. And although

the Executive Order and the NSC Directive do not require the
personal participation of the Director, the Director has made

the review and reached the decisions mentioned above. CIA
consideration of this request and appeal thus has not been taken
lightly. The decisions reached reflect the Director's best judgment
of the actions required in the discharge of his duties and responsi-
bilities under both the National Security Act and the Executive Order.

6. In the following subparagraphs we comment on a few of
the documents requested by the Associated Press. The comments
are intended to indicate the nature of the source which could be re-
vealed by declassification., We do not name persons.

25X

25X

JOHN'S. WARNER
cting General Counsel
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Dear Law:

Agency

in furihar Tesponse io your *equcst of o Inly, ¢ R
at responidible foy the mattar adviazas thai it has

SHIMmRPoNna gy 52 and
considersd your reqguest ia light of Suscutive Order 32 and,

) S ) - -y ay . 3
‘n particular, Section 5{5}, arpd has con cludaed that the u%)«_-d::‘e:nts
ek - 323 3wl

*‘*ueatad must Temain classiiied.  Your zruguest aczordingly i
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23 PRRERY S 2 yailia
You may apezal als decision dirsctly io tha Central Ink=iii

zencs Agency Informatica Raview LomeD A Pu
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11} indicaie the decision being ‘\"“eaiad, and {2) present zay iniorma-
éiou o iastifieation you »ish to submil.
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Sopla - Aase ,
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VWASHINGTON, D, C. 20535

1300 Counsct .
Washington,

We have resceived your letter of June 1, 1972, in which
you requested the Agsncv to furnish vou documents on the
Tollowing subject: | ST/

With vegard to your raquest, I am informed that you

r
nava “ot dc

cribed the documents you reguesbed with suffi-
11 t them to be located or identi-
ver, if you wish, you mey
5 i-g additional information.
tively, ppezl this decision direetly to the
Central Intelligence Agency Information Review Cormittee,
established pursuant Lo section ”/B)(Q) of Ixecutive Crder
11652. Such en appeal should ba by letter or other written
communication addressad to the above Commitbse, in care
of the r:i zsigneﬁ, znd should (1) indicate the decision
1 t any informgtion or justifica-

Sinceraly yours,

STA

Angus Maclegn Thuermer
Assistant to ths Director
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